CEOP REPORT Temple Moor High School

ceop.police.uk

Online Safety Bulletin

This is the second online safety bulletin produced by the school. We will aim to provide a new issue once a half term.
The purpose is to provide parents with help and advice to allow them to keep children safe when using the internet.
It is important that this bulletin can respond to the needs of parents and to new developments in online safety.

If you have any area that you want the bulletin to address please contact the school on this address.
TMHSOnlineSafety@tmbhs.rkit.co.uk
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The Basics

Keep Talking — In the last issue we highlighted the importance of talking to young people about their online usage.
Try the link below for advice about the conversations you might have with students.
https://www.leedsscp.org.uk/start_the conversation

What’s New

Internet Filtering and Monitoring

As part of our safeguarding within school for e-safety, we operate a filtering and monitoring system which
prevents access to specific terminology, phrasing and websites. This is fully compliant with the Home Office
Anti Terrorism watch list and The Internet Watch Foundation. This means that practically, there are over
245,000 websites and banned phrases that are in effect 'filtered out' from student access. This is added to
centrally on a daily basis. In the event that a student does try and search for a filtered word/website, the
school receives notification on a daily basis. We then speak to individual students and inform parents if we
have concerns. In some cases, this is simply a 'false positive', for example a student researching the Holocaust
may see some access denied. We work hard to address such cases to not over limit access to be detrimental
to learning.

| would ask all parents to carefully consider what mechanisms you apply within your own homes to prevent
access to harmful material. Please check that you have restricted access to material that is not appropriate or
monitor this with your children and talk to them about the importance of this.

Online Gaming and Gambling
The school has seen a rise is issues relating to gaming and gambling, these apps/sites require in app
purchases which is illegal for children. There is more advice below.
Things to consider if your child games online:
e age ratings of games they play
e messaging and contact functions on the games
e in-game purchases
e trolling, griefing and scams
e how to report problems
e where they can get further support


mailto:TMHSOnlineSafety@tmhs.rklt.co.uk
https://www.leedsscp.org.uk/start_the_conversation

The Online Safety Bill 2023
Some parents/guardians will be aware of the Online safety Bill gained royal assent on the 26™ of October. This
means that it has now passed into law, but what does this mean for you and I?
There is greater responsibility placed on social media companies which means they should;
e remove illegal content quickly or prevent it from appearing in the first place, including content promoting self-
harm
e prevent children from accessing harmful and age-inappropriate content including pornographic content, content
that promotes, encourages or provides instructions for suicide, self-harm or eating disorders, content depicting
or encouraging serious violence or bullying content
e enforce age limits and use age-checking measures on platforms where content harmful to children is published
e ensure social media platforms are more transparent about the risks and dangers posed to children on their sites,
including by publishing risk assessments
e provide parents and children with clear and accessible ways to report problems online when they do arise

In addition, the bill also;
e make sure illegal content is removed
e enforce the promises social media platforms make to users when they sign up, through terms and conditions
e offer users the option to filter out content, such as online abuse, that they do not want to see

The consequences for not meeting these requirements will include much larger fines being place for the large social
media companies, up to 10% of their global income.

Beyond the social media companies, the new law has also strengthened the ability to convict people who are abusive
online, carryout grooming or aim to share intimate images.

Age Ratings for Online Services

Age ratings are in place to help protect your child, so we thought we’d provide you with a little reminder of how
important it is to check the age ratings of what your child is accessing online. Here are the age ratings of some

of the more popular apps that young people are accessing. Did you know that WhatsApp has an age rating of 16?
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Whether your child is viewing films, accessing apps, playing games online, using social media or downloading other apps
— check the age rating first to see if your child is old enough. In addition, the likes of PEGI include further content
descriptors, which will give you an indication of the type of content that your child might view e.g. violence if accessing
the app/game etc. It is important to note that whilst age ratings do allow you to see if something may be appropriate for
your child, it is also important to review the content yourself. This will allow you to make an informed decision as to
whether it is suitable for your child to access and if it would be beneficial to apply further parental controls.

Further information
Parent Zone have published this article about why age ratings matter: https://parentzone.org.uk/article/age-ratings



https://parentzone.org.uk/article/age-ratings

AtNational Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feelitis needed. Please visit nationalonlinesafety.com for further guides, ghints and tips for adults.
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- Whatis it?
2 ‘Loot Boxes -

Some video games offer “loot boxes” as a way to
purchase items. Similar to purchasing a pack of
football stickers, players don't know exactly what
they will get. They may get a common item that has
a low value in the game. Equally, they may get a
rare item that has a high value.

“Skin betting” is when players use virtual items they
have earned or purchased in games (often titled
‘skins’ because they are cosmetic features) as
gambling currency. Players can use websites or
apps outside of the game itself, which are mostly
unregulated, to bet with “skins” on eSports compe-
tition outcomes. This becomes a legal issue when
the “skins” you win can be converted to cash.
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Know the Risks

Beware of Overspending
It'simportant for

A
May Lead to Addiction

lllegal Behaviour

IF you discover your child has been gambling on skins
websites, g’cu should neort the site to the relevant
authority immediately. You may be able to do this

e g o nae

inal a al of un: e
gambling. )

B

Seek Support Q

IF you think that your child has
addiction

developed a gambling
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habit, you can seek sup
who may be able to help and can provide r
educationaround the dangers of excessive gambling.

What you need to know about...
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It's important that parents work alongside their children
as they venture into the world of gaming].-ltogether they
can build an understanding of how purchases work and
discuss which are really good value, and which are
over-priced. Like pocket money, it can be a good way to
teach children about virtual currency and online
purchases.
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spending Limits

Together with your child, you can set-up spending limits

to'stop accidental purchases. A good approach is to use

the pocket money feature on consoles to allow them to
spend a small amount each month.
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Use Pre-paid Cards

You can also avoid puttin% your credit card details in by
using pre-paid cards that work like book tokens. If you
doadd credit cards, ensure you set up a password on

the account so that children cannot keep spending
freely.
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Andy Robertson is a freelance family
technology expert for the BBC. He runs the
Family Gamer TV YoulTube channel and
contributes to a range of national media on
the topic of video-games and family.
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www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety

Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 29.07.2020




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

“The industry, as far as we can see as families, are grooming the next generation with a whole set of online games and these are aimed at 7, 8, 9
year olds - that'’s the next generation who are going to be their income generators” - Liz Ritchie, Gambling With Lives

The digital world that we live in can be a minefield for families and parents/carers. The way in which children ‘game’ now is completely
different to how modern day parents and carers would have experienced. The ‘monetization’ of gaming is at the forefront of research
and there are increasing concerns surrounding online gaming and the subsequent links this has with underage gambling.

from mu =
" ONLINE

RecognisiNSRUEISIENS
10 Signs for Parents to Look For: 10 Top Tips for Parents:

Disordered gambling is sometimes referred to as the 'silent killer' If you think that your child may be at risk of developing a gaming addiction then
Unlike drug or alcohol addictions the signs are sometimes harder to there are a series of measures that you can put in place. This is by no means an
spot and if not dealt with at an early age can have a devastating exhaustive list but just some strategies that could ensure a potential situation
affect on both the gambler and their families later on in life. does not escalate.

EXCESSIVE USE OF DEVICES BE AWARE

This can lead to increased isolated Do not fallinto the trap that it's just what children do - as
behaviour and lying about the = parents/carers/families be ‘on the same page’and do not be
amount of time spent online. - allowed to be played off against one another.

SPENDING MONEY ONLINE WITHOUT PERMISSION  “ VISIT THE GP

If a child is willing to spend money online (invariably on a parent's card) Although both ing/gambli ddictions are now recognised as
without permission then this should act as an eaarly warning sign to parents amental disorder, some doctors may not be exgerts in these areas -
to ensure that there are some barriers and parental controls in place. families can self-refer to NHS Gaming and Gambling Clinics.

CHANGES INBEHAVIOUR ” DO YOUR RESEARCH

Children may become moody, aggressive or argumentative See what help and support is available. Visit
particularly during or shortly after periods of online gaming. www.gamfam.co.uk and become an expert.

A CHANGE IN ATTITUDE TO SCHOOL i SPEAK TO THE SCHOOL

Have an open and honest conversation. School g heavily in mental

Children may display an obvious change in attitude arei i Y .
to learning and a more negative view of school. health and can arrange or direct you to the most appropriate support services.

DISENGAGED WITH FAMILY LIFE .‘. TAKE AN ACTIVE INTEREST

This agpllesto school work and in creating a learning environment at home. Find

Children start to prefer spending time alone online es and hobbies that create a life away from the screen and be part of it.

rather than engage in normal family activities.

COMPULSIVE EATING '@‘ BECOME THE EXPERT
™
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- PUT BARRIERS IN PLACE
IMPATIENT il

Set up parental controls for all devices (including phones) and set up screen time.
& Visit the ‘Partnership with Parents’ section at www.gamfam.co.uk for further details.
Not prepared to wait for anything (mirrored in excessive online DAL
game play and in app purchases) and nothing is ever good enough.

o o FINANCIAL CONTROLS
"THE LOOK'

Turn off in-app purchases. Do not Iin!(y;:r debit/credit card to your child’s

deviceanduse a il car Monzo, Go Henry, Nimbl
Compulsive gamblers are often said to look zoned out, have agreyness, look or speak to your bank for advice.
ill, experiel;l(e a‘I’osfs t<':1f weigr‘t and stop taking crrite!‘e in their appezr:n(e. The
same can be said of those who are starting to develop a gaming addiction.
- ot DISCUSS LOOT BOXES AND SKIN BETTING
OBSESSIVE BEHAVIOUR Have a conversation about loot boxes and skin betting. Many games
can still be played and completed without using loot boxes on the
Children who demonstrate obsessive behaviour in everyday life are console version but be mindful of the mobile versions.
often reported to be ‘at risk’ of developing an online gaming disorder.
DONOT LEND MONEY FOR GAMBLING o
DISHONESTY
Or if you think it will be used for online
This could include starting to tell lies and in the without your p )
more extreme cases even stealing things. —
National The above guidance has been produced by o ®
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www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 12.02.2020




At Natlonal Oniine Safety, we belleve in smpowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with thelr children, should they fesl
Itis needad. This guide focusas on one lesus of many which we belleve trusted odults should be aware of, Please visit www.nationaloniinesafety com for further guldes, hints and tips for adults,
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SGRYPTOCURRENEY,

Ol Itcl ‘colns’ representing financial value. To monitor who owns
C led a ‘ledger’ or ‘blockchain’. This is secured by cryptography:
r _nlouud in 2009, was the first cryptocurrency; other platforms have
ocurrency becomes a more established part of digital life, young

COMPLEX TECHNOLOGY i - BEING LOCKED OUT

Like any new software, X X . - If you for, got your online banking
cryptocurrency comes with bu? k g ) .- password, you can reset it by
flaws and limitations. Broadly, it ‘3 7 Y s ~ . roving your identity in another way.
hasn't yet evolved to be as user s - v N 4 3 n the world of ‘crypto’, however, the
friendly as web browsing or social - v B3 ) private key to access your funds
media. Using it safely means - S, can’'t be reset. cr*ptocunoncr
spending time learning about the g y operates without intermediaries llko
complicated technology it uses. 2 banks - $0 no-one stores a copy of
We would strongly suggest anyone - users’ Ptlvoto keys. This has security
considering getting invoived in / q ! /7 | benefits, but also presents the huge
cryptocurrency should consult - N risk of permanently losing access to

oclollnd tutorials to learn & / Y your account. Learn how to store

t lt propor!y in advance. _ private keys securely before
a1 R — =0 g purchasing any significant amounts

WI'DESPREAD EXAMPLES of eryptocurrency.
Cryptocurrency software for » ! RISKY ,NVEST‘ ' E

smartphones is often free to v/l
download from app stores. Emails . Prices can be very volatile, so
with links to cry? ocummcy services S 4 b i cryptocurr are
can land in an' - ™~ high-risk investments. Itzou mlght
: Cryptocurroncy ls GIIO advertised on L —— . ) > —— need your savings soon, don’t hold
" search engines, on social media and 3 | them in Wtocunency as thelr
| in oniine games (for exampie to buy ey - ) _ value could drop suddenly and
” udd ons which help players level P = sharply. Sometimes, cryptocurrency
). It can’t be purchased easily ,4 4 (} ‘ ; may be a profitable investment ~ but
thout a credit card or bank u -l noto that any gains are taxable. You
account, but young people will still u 1 ! me have to pay tax when
. be ?xpoled Ito cryptocurrency in : exc tgng'l'n one cryp ocurrency for
various settings. a another @ currency you're
2 .:ngr : 3 . | exchanging is gricsd Izl;hor than it
5 was when you bought it.

Cryptocurrency provides another
opportunity for scammers to extract
personal data and money from
unwary web users. Unlike credit card
transactions or wire transfers, a bank
can't reverse cryptocummcy
tror o i ".sa era --' '_: -‘lu;u'.ld
- ma an g hg channel for
* online :';tonlon m trgomacllom
do leave evidence in the blockchain,
however, which means that
cryptocurrency scammers can and
do got cuught

MO IF UNSURE EXPECT EXPOSURE

In the UK, “YPW.MY considerad risky, because users aren’t Il our child plays online games that invoive some form of
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mobile wallet, to ndtnl nd

!oeurnnc rstand hom cou your ¢ eno!
gmbu best nor to use It Aﬂov le if you couldn’t g “ ARSI s l‘ < asics of
highway

: g:ﬂd d saving or the
code, it wouldn't be safe for you to drive. pfog ing, th tho'yn old enough to lgom%bout cryptocurrency.

i ( STAY CAUTIOUS, STAY INFORMED
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